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Anorarlix: flncqnuiHa HaJrexHTs 4o nr,r6ipKoBprx s r{Hxny upoQecifinoi ni4roronxu
6axalaepis. B 4acqanriHi posrnsAa€Tbcq flK Teopern.{Hi rax i npaxru.rHi ocHoB}I

npeAcraBneHHr reoAaHHx ra ix s6epexeuHr, QyHxrlionyBaHHrr 3axr,rrqeHHx

inQopr"raqiitwux cwcrepr. Posr.ngAarorbce B.rracraBocri iHQopnraqii ax o6'exra 3axrc'ry,
saxoHolutipuocri crnopeHHr 3axurrleHnx iHQopnraqifiHrax cHCTeM, npHHr{HnH ea6esue.IeHHs
iHQopn,taqifrHoi 6esnexu AepxaBH, npra4ireno yBary iuQopr',raqifrsuu eifiHaN{ Ta

inSopr'aaqifiHifi nporra4ii. Bran.rarorbcfl ruo4e.ni ra noliruxu 6esueru (posuexyBaHH.s
gocryuy), a raxox ruixnapo4Hi craH4aprn y cQepi inQopnaaqifiHoi 6esnexa. [Ipu4ia fl.erbcs,

yBara MeHeAxMeHTy in<f opruaqifiuux cHCTeM. B Mexax 4ucrlxuiun BHBr{a€Tbc-fl

oco6rHsocri peanisar-1ii saxuuleunx inQ opvraqifi H nx cucreM a Python.

Mera HaBqaJIbHoi 4ncqun"ninr,r: BHBr{eHHfl 6asoeHx npauql.rnie iuQoprvraqifiuoi 6esnexu,
sa6esne.{eHHrr Aocrynuocri, qiricHocri ra xoHQi4eHqifiHoc'ri iHQopr"raqii, e rouy qucli
reoAaHl4x; osHafron,neHHfl 3 iuc'rpyr'reu'rapievr opraHisaqii saxnrqeunx inQoprnrarlifinux
cucreM n Python; orpr4MaHHq [paxTr4r{Hr,rx HaBHqoK opraHiaar-1ii saxulqenux
iHQ opruraqi fi H ux cucreu.

llonepe4ni ruuona:

cmy d enmu no euuui 3Hemu : ocH oBH iuQ opr'raqifi nnx rexso"rrorifi .

cmydeumu noeuuui enimu: BnKopacroByBaru r,roey Python Ails, eapimeHux 6asosHx saAar{.

O.riryeani pe3yJrbrarlr :

cmydeumu noeuuui 3Hamu: ocHoslri lro4eai Ta no;liruxu 6esnexpr [posnaexyeauHx
4ocryuyJ; rrrixHapo4ui craH4aprra y cQepi inQopuaqifinoi 6esuexra [e rorury.{Hc.ri ISO/lEC

2700L); ocHoeHi rroHflrrs PRE-ATT&CK matrix e Python.

cmy d eumu no euuui eilimu : sa 6esnevyrarH Aocryn sicrs, qfuricuicrr ra roHQ i4eu qifi Hicrs
inQopruaqii; nuxopucroByBarr.r MITRE PRE-ATT&CK, Scapy; cauocrifisoro o6vtparu
iucrpyr.,reH'rapifi opranisaqii aaxurqeunx iHQopr"raqifinvtx cncreM e Python.

3lricroeHi no4y"ni:

- OcHoez iHQoprrraqifruoi ra xi6ep6esnexu;

* Bcryn 4o Python 4nn xi6ep6esrreKu;

- YnpaeniuHq 6esnexorc.

Micqe y crpyKTypuo-"nori.urifi cxeui: crupa€Tbc-fl Ha 3araJrbHi reoperu.rui ni4onaocri ra
npaxTuvHi HaBHr{Krz 4ucquuiu <<OcHoeH reoiHQopr'rarutvt i reocrarvlc'tvIrn>>,
<[Iporpar'ryBaHHq>. IracqranniHa BxoAHTb e 6rox eirr,F{oro au6opy is nepelixy 4ucqzn.niu.

O6csr: 90 ro4ran [28 ro4ranu rexqifi, 14 ro4nH "rra6oparopHnx 3aHrtr4 2 ronuau
KoHcyrrbra aiir i 46 roAHH cauocrifi uoi po6oruJ.


